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Key Features
Log Analytics

Log Analytics l#5uniseenuuusniescusndeya 109 atngunsal IT se gunsnl Security,
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e Comprehensive log sources supported
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AuuztneaiudaiuuaAgLnslivedaiunnlles NetGain

Log sources Syslogs Audit logs Windows event logs Other logs Sample logs

Configure your network devices to forward to NetGain EM IP addresss, at port 514
See below for some examples

Cisco devices Syslog forwarding

Take the following steps to configure your Cisco device

conf terminal

logging <ip address>

logging source-interface <interface>
logging trap warning

logging console warning

logging facility syslog

copy running-config startup-config
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e Efficient log mapping using Filebeat and GROK
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activemq apache

cef checkpaint
cylance elasticsearch
gsuite haproxy
juniper kafka

mysqlenterprise  nats

panw pensando
snort snyk
threatintel tomeat

auditd
cisco
ernvoyproxy
ibmmg
logstash
netscout
postgresql
sonicwall

traefik

aws

citrix

fa

icinga
microsoft
nginx
proofpoint
sophos

zeek

awsfargate
coredns
fortinet

iis

misp

0365
rabbitmg
squid

zookeeper

azure
crawdstrike
gcp
imperva
mongodb
okta
radware
suricata

Z0o0m

barracuda
cyberark
google_workspace
infoblox

mssql

oracle

redis

symantec

zscaler

bluecoat
cyberarkpas
googlecloud
iptables
mysql
osquery
santa

system

e Mapping to the Elastic Common Schema (ECS)
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e Intelligent search, query and correlation
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Log Analytics Security Analytics Reports Watcher
Sources Filters Mapping Schema

DQ N time

“D) v | @timestamp search this log field
azure-eventhub.enqueued_time search this log field

Frequenth i

Today Last 5 minutes Last 3 hours Last 7 days

This week Last 15 minutes Last 6 hours Last 1 month

This month Last 30 minutes Last 12 hours Last 3 months

This year Last 1 hour Last 24 hours Last 1 year
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Security Analytics
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e Threat rules
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APM AWS Active Directary Application Asset Visibility Azure

Cloud Collection Command and Control ~ Configuration Audit Credential Access Data Protection
Defense Evasion Endpoint Security Execution GCP Google Workspace Host

Identity Identity and Access Impact Initial Access Lateral Movement Linux

Log Auditing Mac0S Microsoft 365 Network Okta Persistence
Post-Execution Privilege Escalation Windows Zoom cyberarkpas
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e Integration to third-party threat intelligence
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¢ Intelligent search, query and correlation
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Watcher
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Log Analytics  Security Analytics Reports Watcher NetGair ITM & SM Trial Edition (Demo) v11 1z S o > M=
m oS @
Logs Watcher 4 Add rule
2 Show 100 w Viaw columne | | Expart
Rule name * Enabled Ruminterval  Time Window  Alarm Message Last Run Last Triggerad
datact account creation in windows AD :.Zl 1 mins 1Sming account creatad in Windows AD Jul 01, 10:40:54
traffic from source.ip: source.ip: 10,88.102* G 1 mins 3500 mins two more traffic is captured from source.ip source.ip : 10.88.102.* Jul 01, 10:40:54

Report
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POPA 30X
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e Qutlier detection
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How It Works

SOC operatars
L P
.-.
o il L
‘\\\ //
cmm | OO
Front-End (EXKEEE forp
— — enhanced
T auto hunting
Logs collection _- - ﬁPeriodic, Automated
mapping ' = o) Threat Hunting via
x .
and indexing L — logs cnrrelalmn,'
T generates Security
Events

IT Environment

Log azgnsausanuazindnlias NetGain uwamnasu l0g azurannleiifivannuana santisginsnfnem

A wLlaansie Eines uazailnsniiesadng

foya log ésunmsvinWidunnsgwlacld Elastic Common Schema dsdaelidagaannvans

A o - -
wnaenuenee ansnsndesiasldlunisineez
g ldaunsnBuAun ladrgainnisdesleatneseainiuaunasingn1 s UAY

dwfunstinssianndaands 109 avvinaudwmungiaananlnednluds uazdaanaule - fszy

=

IFfunsudameulldenudfimnisledn

www.netgain-systems.com "




NetG a [ n Ai-driven full stack observability - enabling users to see, in order to act

systems-«eee

Deploying NetGain Security Analytics
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System Requirements
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Managed Security Analytics environment:

Up to 100 devices, consisting of 1-10 firewalls, 10-40 switches/routers, and
20-40 Windows or Linux servers/containers

Data Retention period:

6 months

Hard disk 2TB

CPU Quad Core

RAM 16GB

Operating CentOS 7, RHEL 8 or equivalent

System

Browsers Firefox, Google Chrome, Safari, Microsoft
Supported Edge.

www.netgain-systems.com 12




NetG a [ n Ai-driven full stack observability - enabling users to see, in order to act

systems-«eee

About NetGain Systems

NetGain Systems resvauludl 2545 dudunidnlugsianismsadensuled uazdipaimungsnantng
LA A o Y = v ey = Do yve oo Y A o
faties  ienmunInmsaeuiulellgauansnlunsdunanisiiiuledl  wsEmlAdasaina et
a a aa = a a s -

nnawdEsulEin suisesamnsay au dsalls wazine

Tneldantaieanuiss dssinn awa viseandudeu TagduaeasdoalignAaassiannalunisdunanisnd
Tnsaafranugnudulen 13ns wedndindu uazgunsnildecnsdene anuatuefanisdanisnes e liussgaanu

Wwdalunisafiviulaganauduteuasuaziudayadaniidulselond inelfuilganadninisgsna

paennsvinAadnladndannwaadansulafiaasesdnsusazuisdaanuuansaii Togdununlauniinaes NetGain
Tfsunseanuuusn Wliunlasuldatiemunzan fUANNABININRNIZIBIANNIIARDNNNTA TN UIIATY UAY

o

W lunfaniuessnsnniauiuinaenu

Elasticsearchand Filebeats are trademark of Elasticsearch B.V., registered in the U.S. and in other countries.

Apache, Apache Lucene, Apache Hadoop, Hadoop, HDFS and the yellow elephant logo are trademarks of the Apache Software Foundation in the United
States and/or other countries.
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