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Key Features

e Protocols supported

Tulsinnaansasiu tdun NetFlow, S-Flow waz J-Flow NetFlow lulilsinreaes CiSCO fisneiiins
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Networks, Aruba Networks, Cisco, Dell, Fortinet, F5, Huawei, Juniper, Ruckus iflusiu

e Powerful and fast search and query
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e Top-N dashboards
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Watcher
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Watcher rule

Name Unusual SSH traffic alert
Enabled Yeg
Runinterval Every minute v
Search window Past 15 minutes v
Query string  application: SSH
Flow Hits Greater than v 12

Alarm message

Alarm generation  Single alarm for all flows

Detected unusual SSH traffic, find appended logs for more details
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System Requirements
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Minimum Hardware specification:
Minimum Recommended
CPU Dual Core Intel-compatible x64 CPU Quad Core Intel-compatible x64 CPU
Hard disk 60GB 500GB
RAM 4GB 16GB
0S Supported Linux-CentOS 7 / RHELS or equivalent Linux-CentOS 7 / RHELS or equivalent
Browser Support ESSLD_X‘ Google Chrome, Safari, Microsoft Eidrzifx, Google Chrome, Safari, Microsoft

Amiunisniviunawiangniesmnizas lanknseveslsnsineiaaes NetGain
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About NetGain Systems
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Elasticsearchand Filebeats are trademark of Elasticsearch B.V., registered in the U.S. and in other countries.

Apache, Apache Lucene, Apache Hadoop, Hadoop, HDFS and the yellow elephant logo are trademarks of the Apache Software
Foundation in the United States and/or other countries.
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